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Goal

• Extract causality of events in system logs
– Based on causal inference
– Present as Directed Acyclic Graph (DAG) to 

pinpoint root causes
– Across multiple devices

• Provide useful information for system 
management and troubleshooting
– Enough lean for operators to read
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Find causality among 
log events
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System architecture
Original log messages

Classify log messages

Causality graph

Nov 14 13:00:25 server1 interface eth1 down
Nov 14 13:00:26 router2 connection failed to 192.168.1.4
Nov 14 13:02:16 server1 user sat logged in from 192.168.1.15
Nov 14 13:02:29 server1 su for root by sat
Nov 14 13:02:58 server1 interface eth1 up
...
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DAG

Event 1 : user ** logged in from **
2015-11-14 13:02:16
2015-11-14 14:25:00
...

Classified log

Provided information

Filter self-evident 
relations

if down

conn
failed

login su

if up



!"#$"%&'()*)'+)

! ! ,'-&.&,'"%/&'-)0)'-)'+)
" 1)2,3)/*)-#'-"'./)-4)$

" 5/"'-/6/"*)/+,'-&.&,'"%%7/
&'-)0)'-)'./4&3)'/!

! 859/)$.&2".&,'
" 1)+#*$&3)/$)"*+:/,(/+,'-&.&,'"%/

&'-)0)'-)'+)

;< =!/"%4,*&.:2>?@

A

!

5 6

>?@/=B/C0&*.)$)./"%B/D5'/"%4,*&.:2/(,*/("$./*)+,3)*7/,(/$0"*$)/+"#$"%/4*"0:$EF/C,+&"%/$+&)'+)/+,20#.)*/*)3&)GF/3,%B/HF/00B/AIJKIF/LHHLB



!"#$"%&'()*&(&(+

,

! -!)".+'/&%0* 123

!'*4.5%5)+/"40)6&(&%&".7) 895.5%'()+/"40 :&/5;%5<)";=;.&;)+/"40

123)->)84&/%5$5%)".>)?@()".+'/&%0*)A'/)A"$%)/5;'B5/=)'A)$4"/$5);"#$".)+/"40$CD)8';&".)$;&5(;5);'*4#%5/)/5B&5ED)B'.>)FD)44>)GHI ,HD)JFFJ>
1G3)K>)L>)M5"4'.&%"(>)?N5"/(&(+)O"=5$&"()M5%E'/9$>?)-/5(%&;5)P"..)Q445/)8"<<.5)K&B5/D)HRRS>

! :5%5/*&(5)<&/5;%&'($)'A)5<+5$
! O"$5<)'()<5A&(&%&'()'A):@T)6(').''4$7

! UV8%/#;%#/5
! W/&5(%"%&'()/#.5

! K5*'B5)5<+5$)'A);'(<&%&'(".)&(<545(<5(;5
! T)$X#"/5)%5$%1G3

! 8%"%&$%&;".%5$%A'/ ;'(<&%&'(".&(<545(<5(;5
! Q$5)Y&("/=)'/)*#.%&V.5B5.)<"%")"$)&(4#%



Results

• Dataset

– Syslog data of SINET 4

• More than 100 network devices (switches and routers)

– 35 million lines (15 months)

• 4% remain after preprocessing

– Classified with 1,414 log templates

• Results

– 8,613 edges (causal relations) detected

– 1,548 edges identified as important
• 3.4 edges / day
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Router B

Switch C

Case study: BGP state initialization

11

Port up Port error 
detected

BGP state 
change

BGP 
notification

Resource 
unavailable

Event 
repeated

Router B

Switch C

Port up Port error 
detected

BGP state 
change

BGP 
notification

Resource 
unavailable

Event 
repeated

PC algorithmCorrelation-based method
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