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Goal

e Extract causality of events in system logs
— Based on causal inference

— Present as Directed Acyclic Graph (DAG) to
pinpoint root causes

— Across multiple devices

* Provide useful information for system
management and troubleshooting

— Enough lean for operators to read
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Results

* Dataset
— Syslog data of SINET 4

* More than 100 network devices (switches and routers)

— 35 million lines (15 months)
* 4% remain after preprocessing

— Classified with 1,414 log templates
* Results

— 8,613 edges (causal relations) detected

— 1,548 edges identified as important
* 3.4 edges / day
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Case study: BGP state initialization

Switch C
Port U Port error
P detected
) r \
BGP state BGP
change | notification
| Event | Resource
: repeated ! unavailable
______ Router B

Correlation-based method

Switch C
Port J Port error
p detected
BGP state BGP
change ) notification

Event Resource
repeated unavailable

Router B

PC algorithm
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